IHamamka dasn ooyuarowyuxcsa 06 uHgopmayuoHHoll 6e3onacHocmu demeit
Henb3a
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Bcem noapsiz coob1maTh CBOIO YacTHY0 WHOpManuio (Hacrosinue uMs, (paMuiinio, TesieoH, ajjpec, HOMep IIKOJIbI, a TAK:Ke
doTorpaduu cBOM, CBOEH CEeMbU U IPy3eh);

OTKpBIBaTh BJIOKEHHBIE (DaiIbl 3JIEKTPOHHOU MOYTHI, KOT/a HE 3HAEIlb OTITPABUTEIA,

I'pybuTh, mpuaMpaThCs, OKa3bIBaTh IaBJIEHIE - BECTU ceOs1 HeBEXKIUBO U arPEeCCUBHO;

He pacriopsixaiicst JeHbraMu TBOeH ceMbH 06e3 pa3pelieHus CTapIInX - BCer/a ClpaliuBai poauTese;

He Bcrpeuatics ¢ THTepHET-3HAKOMBIMHY B PETbHOMU »KU3HU - TIOCOBETYHCSA CO B3POCIIBIM, KOTOPOMY JIOBEPSIEIIb.

b wN

OcropoxHO

He Bce mumryT mpag/y. Yurtaemrs o cebe Henpas/ly B IHTepHETE - 000N 00 3TOM CBOUM POJIUTESAM WU OIIEKyHaM;
[TpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCA - IIPOBEPH, HET JIU IO/[BOXA;

HezakonHoe konupoBaHue §aitsioB B IHTEpHETE - BOPOBCTRBO;

Bcerna pacckaspiBaii B3pociIbIM O IpobJieMax B CeTU - OHU BCer/ia IIOMOTYT;

Hcnosnp3yit HacTpONUKU 6e30MacHOCTH ¥ IPUBATHOCTH, YTOOBI HE TOTEPATH CBOU AKKAYHTHI B COICETAX U JIPYTUX HOPTasax.

Aph =

Mo:xHaO

YBakall Apyrux nojab30Baresiel;

[Tonp3yenibess THTEPHET-UCTOUHUKOM - JIeJIall CCHIJIKY Ha HETO;

OTKpbIBaii TOJIBKO T€ CCHLJIKU, B KOTOPBIX YBEPEH;

O61aThes 3a TOMOIIBIO B3POCIIBIM - POJIUTENH, OTIEKYHBI M IMIUHUCTPAIHS CAUTOB BCErja TOMOTYT

PN

NudopmanmnoHHas maMaTKa JJIs1 00yJaroIIUXCs IS pa3MelneHnsa Ha 0QUINaTbHBIX HHTEPHET-pecypcax

C KaXXabIM Iro0M MOJIOAEXKH B HHTECPHETE CTAHOBUTBHCA 60)1]31116, a IIIKOJIbHUKHW OAHH U3 CAMbIX aKTHUBHBIX I10JIb30BaTEJIEN PYHeTa.

Mexczly TEM, IOMHUMO OI'POMHOTO KOJIMYECTBA BOSMO)I(HOCTEfl, HWHTEPHET HECET U HpO6JIeMbI. dTa ImamMsTKa JAO0JI2KHAa IIOMOYb Tebe
Oe3omacHO HaXOJUTbHCA B CETH.

KoMnboTepHBbIE€ BUPYCHI

KOMHBIOTeprIﬁ BUPYC - 9TO pPa3HOBHUJAHOCTb KOMIIbIOTEPHBIX IIPOTPaMM, OTJIMYUTEJILHOH 0COOEHHOCTHIO I{OTOpOIL/'I ABJIAETCA
CIIOCOOHOCTD K Pa3MHOXEHUIO. B AOIIOJIHEHHUE K 9TOMY, BUPYCbhI MOT'YT IIOBPEAUTD UJIN ITIOJITHOCTHIO YHUUYTOXKUTDH BCE (l)aflJIbI u
AaHHbIE, IIOJKOHTPOJIbHBIE I10JIb30BATE/II0, OT UMEHU KOTOPOTO ObLIa 3allylieHa 3apaxKeHHasd IIporpaMmMa, a TakXe 1oBpeaIuTb NI



JlasKe YHUUTOKUTH ONIEPAIlHOHHYIO CHCTEMY CO BceMH ¢aiiiaMu B 1[eJIoM. B GO/IBIITUHCTBE CIy4aeB pacIpOCTPAHSIIOTCS BUPYCHI
yepe3 UHTEPHET.

MeTozbl 3alIIUTHI OT BPEAOHOCHBIX ITPOrpaMM:

Hcnosnb3yli coBpeMeHHbIe OllepalluOHHbIe CUCTEMBI, UMEIOIINE cepbe3HbIN YPOBEHbD 3aIIUTHI OT BPEJIOHOCHBIX IIPOrPaMM;
[TocTrossHHO ycTaHaBauBal nayTu (I poBhIe 3aIIATKY, KOTOPble aBTOMATHYECKU YCTAHABIUBAIOTCSA C IEJIBI0 I0PA00TKU
IIPOTPaMMBbI) U JIpyrue 0OHOBJIEHNs CBOEH OllepaIrfuOHHON crucTeMbl. CKaunBall UX TOJIBKO € O(PUIINATIBHOTO caliTa
paspabotuuka OC. Ecyiu cylecTByeT peskuM aBTOMaTHYeCKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIIBIOTEpE IIO/I IPaBaMU M0JIH30BaTesA, & He a/[IMUHUCTPATOPa. ATO HE TO3BOJIUT OOJIBIINHCTBY
BPE€JIOHOCHBIX IIPOrPaMM MHCTAJUIUPOBATHCA HA TBOEM IEPCOHAIBHOM KOMIIBIOTEDE;

Vcronp3yii aHTUBUPYCHBIE ITPOrPAaMMHBIE IIPOAYKTHI U3BECTHHIX TPOU3BOIUTENEN, C aBTOMAaTUUYeCKUM OOHOBJIEHUEM 0a3;
Orpanuub puU3NYeCKUU OCTYI K KOMIIBIOTEDPY /IJI1 IOCTOPOHHUX JIUIL;

Wcnonp3yli BHelIHUE HOcUTe U HHMOpMAIUK, TaKue Kak (ienika, 1ucK win ¢paii u3 UHTEPHeTa, TOJIBKO U3 IIPOBEPEHHBIX
HMCTOYHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (PAMIbI, TOJyUEeHHBIE N3 HEHAJIEXKHBIX UCTOYHUKOB. Jlake Te (ailibl, KOTOPhIE MPUCIAT TBOU
3HAKOMBIH. JIydllle yTOUYHH y HETO, OTIIPABJIAII JIU OH TeDEe UX.
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Ceru WI-FI

Wi-Fi - 370 He BUJI Tlepe/lauyl TaHHBIX, HEe TEXHOJIOTHSI, & BCETO JIUIITh OpeH/], Mapka. Eie B 1991 rory HuziepIaH/cKas KOMIIaHUS
3aperucrpupoBaya 6pens "WECA", uro o6o3nauasno cioBocoueranue "Wireless Fidelity", koTopslii mepeBoguTes Kak
"OecripoBO/IHASI TOYHOCTBD".

Jlo Hallero BpeMeHHU JIoNuIa ipyras ab0peBruaTypa, KOTopas ABJSETCS TAKOH JKe TeXHOJIoTHel. Ato abbpeuarypa "Wi-Fi". Takoe
Ha3BaHUe OBLIO JIAHO C HAMEKOM Ha CTaHZAPT BhICIIEH 3ByKOBOH TexHUKHU Hi-Fi, uTo B mepeBoie 03Ha4aeT "BbICOKAS TOUHOCTD .

Jla, becItaTHBIM WHTEPHET-JIOCTYII B Kade, OTeJIsIX U a3POIIOPTax ABJISIETCA OTJIMYHON BO3MOKHOCTBIO BBIX0/1a B UHTEpHET. Ho
MHOTHE 3KCIIEPTHI CUUTAIOT, UTO 0b1meaoctynabie Wi-Fi ceTu He ABIAIOTCA 0€30IMaCHBIMU.

CoBeTsl 110 6e30IMacHOCTH pabOTHI B OOIIEOCTYITHBIX ceTsax Wi-fi:

1. He nepeznaBatii cBoto inuHyto nHGopManuio yepes obiegoctynHble Wi-Fi cetu. PaboTas B HUX, »KejlaTeIbHO He BBOJIUTD
MIapoJIu IOCTYIIA, IOTUHBI U KaKHe-TO HOMePa;

2. Hcmosb3yil u 0OOHOBJISY aHTUBUPYCHBIE IIPOrpaMMBbI 1 OpanaMayep. TeM caMbIM ThI 00€30IacHuIIb cebs1 OT 3aKaUKU BUPyca
Ha TBOE YCTPOMCTBO;



IIpu ucnosnpzoBannu Wi-Fi otxrioun dyHknuo "OOui 1octyn K ¢aiiam u npuntepam . JlaHHass QyHKITUA 3aKpbITa 110
YMOJTYaHHIO, OJTHAKO HEKOTOPbIE IT0JIb30BaTEIN AaKTUBUPYIOT €€ JIJIsl y00CTBA UCII0JIb30BaHUsA B paboTe miu yuebe;

He ncnionp3yit myosmuabid WI-FI y1s1 mepefaun JIMYHBIX JAaHHBIX, HAIPUMEP /1711 BBIX0/Ia B COITUATbLHbBIE CETH WJIU B
BJIEKTPOHHYIO TIOUTY;

Hcnonb3yi ToIbKo 3atnuilienHoe coequnenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope Beb-agpeca BBOAU UMEHHO
"https://";

B mob6wisHOM TestedoHe oTriroun GyHknuio "Tlogkmouenue k Wi-Fi aBromatuuecku'. He s1ommyckail aBTOMaTH4eCKOTO
MIOKJTIOUEHHs ycTporicTBa K ceTsiM Wi-Fi 6e3 TBoero corsacusi.

COIII/IaJIbeIe ceTn

ConpaspHbIE CeTU aKTUBHO BXOJAT B HAIITY KU3Hb, MHOTHE JIIO/IN pabOTAIOT U »KUBYT TaM IIOCTOSIHHO, a B Facebook y»xe
3aperucTpUpOBaH MUJLJINAP/, UeJIOBEK, UTO ABJIsAETCA OJHOU ceIbMOU BCeX JKuTesled I1aHeTbl. MHOTHE 0JIb30BaTeIn He
MIOHUMAIOT, YTO HHGpOpMAIUs, pa3MellleHHAs UMU B COITUAIBHBIX CETAX, MOXKET ObITh Hali/leHa U UCIO0JIb30BaHa KEM YTOJHO, B TOM
yucsie He 0053aTesIbHO ¢ 61aTUMU HaMepeHUAMH.

OCHOBHBIE COBETHI 10 OE€30IaCHOCTH B COIIMAJIBHBIX CEeTAX:

Mo

OrpaHuub CIHUCOK Apy3el. Y TeOs B APY3biIX HE JOIKHO OBITh CIyYaHBIX U HE3HAKOMBIX JIIO/IEH;

3aiuiai cBoI 4YacTHYIO »k13Hb. He ykaspiBali maposiu, TesiedOHbl, apeca, ATy TBOETO POXKAEHU U APYTYIO JINUHYIO
nHOpMaNuio. 3JI0YMBIIIEHHUKHA MOTYT UCIIOJIb30BATh Jlaske HHGPOPMAITUIO O TOM, KaK Thl U TBOU POJAUTENU IUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3amuInai CBOI PEIyTaIHIo - IEPIKU €€ B YUCTOTE U 33/1aBail cebe BOIIPOC: XOTe ObI ThI, YTOOBI JIPYTHE MOJIH30BATEH
BUJIEJIH, YTO THI 3arpyskaelnb? [Togymaii, mpex/ie ueM 4To-TO OIyOJTMKOBATh, HATIUCATD U 3aTPy3UTh;

Ecstit ThI TOBOPHIITH C JIIOIBMHU, KOTOPHIX HE 3HAEIIh, HE UCIOJIB3YH CBOE PeaJIbHOE UMS U IPYTYIO JIMYHYIO HH(POPMAIUH:
HMsI, MECTO JKUTEJILCTBA, MECTO yueObl U IIPOYeE;

N36eraii pasmernienus dororpaduii B IHTEpHETE, T/1€ THI N300pa’keH Ha MECTHOCTH, 110 KOTOPOU MOXKHO OIPEZIETUTD TBOE
MeCTOIIOJIOKEHUE;

[Tpu peructpanuu B cOIUAIBHON ceTU HEOOXOAUMO UCIIOJIH30BaTh CJI0KHBIE TAPOJIU, COCTOAIINE U3 OYKB U U@p U C
KOJINUeCTBOM 3HAKOB He MeHee 8;

J111 cOrUaIbHOU CeTH, TTIOUTHI U IPYTUX CAUTOB HEOOXOIMMO HCIIOI30BaTh pa3Hble mapostu. Torya ecoiu Tebst B3JI0MArOT, TO
3JI0yMBIIIUIEHHUKH TTOJIy4aT JIOCTYTI TOJIBKO K OJTHOMY MeCTY, a He BO BCe Cpasy.

JJIEeKTPOHHBIE J€HbI'A

BﬂeKTpOHHbIe J€HbI' - 3TO OYE€HDb yI[O6HbIﬁ criocod HHaTeXCEﬁ, OTHAKO CYIIECTBYIOT MOIII€EHHUKH, KOTOPbIE€ XOTAT IIOJIYYUTDb 9TH



JIEHBI'H.

SHGKTpOHHI)Ie AC€HDbI'Y IIOABUJIMCHb COBCEM HEIABHO 1 UMEHHO 13-3a STOI'O BO MHOT'HX I'OCYyAapCTBax A0 CHUX IIOP HE ITPOIIKMCAHO IIPO
HHX B 3aKOHax.

B Poccuu ke oHu (I)YHKHI/IOHI/IPYIOT 1 O HUX YK€ IIPOIIMCAaHO B 3aKOHE, I'’/Ie UX pa3JAe/JIAI0T Ha HECKOJIBKO BH/IOB - daHOHHMMHbIE 1 HE
aHOHUMHbIe. Pa3HuIia B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPbIX pa3pe€liaeTcCAa IIPOBOANTD OIIEpAIlUN 0e3 I/I,ILeHTI/I(i)I/IKaI_[I/II/I
I10JIb30BaTeEJIA, 4 B HEAHOHUMHBIX I/IZ[eHTI/I(l)I/IKaIII/IH II0JIb30BATEJIS ABJIAETCA 00513aTEIHHOM.

Taxke ciiefyeT pa3invaTh 3JIeKTPOHHBIE DHaTHBIE IeHbIU (PAaBHBI TOCYAAaPCTBEHHBIM BAJIIOTAM) U 3JIEKTPOHHbBIE He(UATHBIE
JIeHbI'H (He paBHBI FOCY/IaPCTBEHHBIM BAJTIOTAM).

OCHOBHBIE COBETHI IO OE30MMACHON PabOTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. IlpuBsku K cueTy MOOMIBHBIN TeedOH. DTO caMbIil YI0OHBIN U OBICTPHIN CTIOCOO BOCCTAHOBUTH JIOCTYII K CUETY.
[IpuBsizaHHBIN Tes1e(OH TOMOKET, ecIu 3a0yAelTb CBOU MJIATEKHBIN MTAPOJIb WM 3aU/IENTh Ha CAUT C HE3HAKOMOTO
YCTPOUCTBA;

2. HMcnosnp3yit oiHOpa3oBble naposin. [locse nepexosia Ha yCUIeHHYI0 aBTOpU3anuio Tebe yxe He Oy/IeT yrpoKaTh OIacHOCTh
KPaKU WJIU II€PEXBATa IUIATEKHOTO I1apOoJis;

3. BriGepu cioxkubIi napostk. [IpectymHuKaM Oy/1eT He MPOCTO YTaJIaTh CA0XKHBIN mapoJsib. HajiexkHbIe TaposIu - 3TO MapoJIu,
KOTOPBIE COZIEPIKAT HE MeHee 8 3HAKOB U BKJIIOYAIOT B ce0s1 CTPOYHBIE U ITPONHCHBIE OYKBBI, UM PBI 1 HECKOJIBKO CUMBOJIOB,
TakKWe Kak 3HaK JIojuiapa, GyHTa, BOCKJIUIATEIbHBIN 3HaK U T.I1. Hampumep, $tRong!;;

4. He BBOAM cBOM JIMYHBIE JJaHHBIE HA CAaiTaX, KOTOPHIM HeE JIOBEPSIEIIb.

AJIEeKTPOHHAA IOYTA

DJIeKTPOHHASA [I0YTA - 3TO TEXHOJIOTHSA U MPEIOCTABIIEMbIE €10 YCIIYTH 110 IEPEChUIKE U MTOJIYUYEHUIO 3JIEKTPOHHBIX COOOIIEHUH,
KOTOPBIE pacIpeesAoTCs B KOMIIBIOTEPHOU ceTu. OOBIUHO 3JIEKTPOHHBIN TOYTOBBIN AMINK BBITJISAIUT CAEAYIOMIIM 00pa3oM:
HUMs_II0JIb30BaTeNA@UMs_loMeHa. Tak:ke KpoMme nepefjauu IPOCTOTO TEKCTA, UMeeTCs BO3MOKHOCTD IepeiaBaTh (haiiibl.

OCHOBHBIE COBETHI 110 OE30IMacHOM PaboTe ¢ SJIEKTPOHHOU MOYTOMU:

1. Hajo BeIOpaTh MpaBUJIbHBIN IIOYTOBBIN CEPBHC. B MHTEpHETE eCTh OTPOMHBII BHIOOP OECIIIATHBIX IIOYTOBBIX CEPBUCOB,
OJIHAKO JIyYlIle IOBEPSITh TEM, KOTO 3HAEIb U KTO IIEPBBIN B PEHTUHTE;

2. He ykasbIBail B IUYHOH MOYTE JUUHYI0 HHPOopManuio. Hampumep, jiydiie BbIOpaTh "My3bIKaIbHBIN_(aHaT@" Win
"pok2013" BmecTo "Tema13";



3. Hcmosp3yi IByX2TaTHYIO aBTOPU3AIUI0. ITO KOT/Ia IOMUMO IapoJis HY>KHO BBOJUTD KOJI, IPHUChLIIaeMbIi 110 SMS;

4. Bwibepwu cJIOKHBIN TAPOJIb. J[JIs KaK0TO TOYTOBOTO SIIUKA JIOJI?KEH OBITh CBOM HAJIEXKHBIN, YCTOMYUBBIN K B3JIOMY HapOJIb;

5. Ecym ecTh BO3MOKHOCTH HAMMCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIOJIB3YU 3Ty BO3MOXKHOCTb;

6. Hcmosp3yil HECKOJIPKO TOYTOBBIX AMMUKOB. [1epBbIi /7151 4aCTHOM IEPENICKU C aJlpecaTaMu, KOTOPBIM ThI IOBEPSEITh. ITO
3JIEKTPOHHBIH a/ipec He HAJI0 UCII0JIb30BaTh IIPU PETHUCTPalNy Ha (JopyMax U caiTax;

7. He oTkpbIBali (paliyTbl U IPyTHE BJIOKEHUS B IMIUChMAX, Ja’Ke €CJTH OHH MMPUIILIA OT TBOUX APy3el. JIydie yTouHU y HUX,

OTIPaBJISIN JIU OHU TeOe 3TH (haiIbl;
IToce okoHYaHUS pabOTHI HA IIOYTOBOM CEPBUCE ITepe/T 3aKPhITHEM BKJIAJIKU C CAUTOM He 3a0y/Ib HaXKaTh Ha "BeIdTH.

Kuo6epOy//IMHT WJIH BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOysutiHT - mpeciie/loBaHNe COOOIIEHUAMHU, COJIEPKAIUMU OCKOPOJIEHUS, aTPECCHI0, 3aIlyTUBAHUE; XYJIUTAHCTBO; COIUATBLHOE
OOUKOTHPOBAHUE C IIOMOIIBIO0 PA3JINYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 OOpPHOE ¢ KNOEPOYUTHHTOM:

1. He O6pocatics B 601i. JIyumuii crocob: mocoBeTOBAThCA Kak ce0sI BECTH U, €CJIH HET TOTO, K KOMY MOKHO 0OpaTHTBCSA, TO

BHaYaJIe yCIIOKOUThCsA. EC/Ii Thl HAUHeNb OTBEYATh OCKOPOJIEHUAMHU HA OCKOPOJIEHH S, TO TOJIBKO elrfe OOJIbIIE PA30XKIKEIb

KOH(]JIUKT;

Yupasiisiil cBoelt KubeppenyTranuei;

AHOHUMHOCTBD B ceTy MHHMasi. CyIIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

He crouT BecTn Xysturanckuii o0pa3 BUPTyaJIbHOU KU3HU. VIHTEPHET (DUKCHUPYET BCE TBOU IEHCTBUSA U COXPAHSET UX.

Yaanute ux OyzieT KpaliHe 3aTPYAHUTEIIBHO;

5. Cobsroai CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. UrHopupy# equHUYHbBINA HeraTuB. OJTHOPAa30BbIe OCKOPOUTETbHBIE COOOIIEHUS JIyUIlle UTHOPUPOBATh. OOBIYHO arpeccust
IpeKpariaeTcs Ha Ha4aJIbHOU CTaIuu;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIIEHUSMU, B COI[UAIBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKUPOBKU
OTIIPABKU COOOIIEHUH C OTIPe/IeJIEHHBIX JIPECOB;

8. Ecsm T cBUziEeTENh KUOEPOYsUTHHTA. TBOM JIEHCTBUSA: BHICTYIIUTH IPOTUB MIPEC/IEIOBATEIS, IIOKA3aTh €MY, UTO €ro0 JeHCTBUS
OIIEHUBAIOTCS HETATUBHO, TOJIZIEPKATD KEPTBY, KOTOPOH Hy»KHA IICUX0JIOTUYECKas IIOMOIIb, COOOIIUTE B3POCIIBIM O (paKTe
arpecCUBHOTO MTOBEJIEHUS B CETH.
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MoouabHbIN TeaedoH

COBpeMEHHble CMapT(I)OHbI U IJIAaHIIIEThI COAEP AT B cebe BIIOJIHE BSPOCﬂbIﬁ (I)YHKIII/IOHEUI, U TEIEpb OHU MOT'YT KOHKYPHUPOBATb CO
CTAallTUOHAPpHBIMH KOMIIbIOTEpAMU. OﬂHaKO, CPEACTB 3alllUThI IJIA HOI[O6HI)IX YCTpOfICTB IIOKa O4Y€Hb MaJIO. TECTI/IpOBaHI/Ie H IIOMCK



y}ISBI/IMOCTE‘,ﬁ B HUX IIPOUCXOJUT HE TAK MHTECHCHUBHO, KaK JIJI4 HK, TO 7K€ caMoe KacaeTcsa U MOOUJIbHBIX HpI/IJIO}I(eHI/IfI.

COBpeMeHHbIe MOOUJIbHBIE 6pay3ep1>1 YVXKe IIpaKTU4YeCKHU JOTHaJI HACTOJIbHbIE aHAJIOT'H, OZJHAKO paClIIupeEeHue (I)}’HKI_II/IOHaJIa
BJI€UET 3a cOOOM 6OJ'II>HIy}O CJIOXKHOCTDb 1 MEHBIITYIO 3alllUIIIEHHOCTbD.

Jlajieko He Bce MPOU3BOAUTEIH BBIIYCKAIOT 0OHOBJIEHNS, 3aKPHIBAIOIINE KPUTHUYECKIE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /7151 6€30IaCHOCTH MOOMJIBHOTO TesiepoHa:

=

Hwuuero He ABJseTcA MO-HACTOAIeMY OecIyIaTHBIM. ByZib oCcTOpO:KeH, BeZlb Kor/a Tebe mpe/yiaraloT 0ecIyIaTHBIM KOHTEHT, B
HEM MOTYT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIIYTH;

Jlymaii, mpesk/ie ueM oTipaBuTh SMS, ¢poto miiu Buieo. Thl TOYHO 3HAEID, I/Ie OHU OYyT B KOHEYHOM UTOTe?
Heob6xo11M0 0OHOBJIATH ONIEPAIIOHHYIO CHCTEMY TBOETO CMapT(hOHA;

Hcnosnp3yit aHTUBUPYCHBIE ITPOTPAMMBI 7151 MOOMJIBHBIX TeJIE(DOHOB;

He 3arpy»«aii npuyiokeHus1 OT HEM3BECTHOTO UCTOYHHKA, BEJb OHU MOTYT CO/IEP>KaTh BPEJIOHOCHOE ITPOTPAMMHOE
obecrieueHue;

ITocsie TOrO KakK THI BBIH/IEIID C CaliTa, I/ie BBOAWII JUUHYIO0 HHOOPMAaIIHUIO, 3ali/IM B HACTPOUKHU Opay3epa u yaanu cookies;
ITepuonnuecku npoBepAl, Kakue IJIaTHBIE YCJIYTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOII HOMep MOOMJIBHOTO TesiepOHA TOJIHKO JIIOAM, KOTOPBIX ThI 3HAEIIh U KOMY JIOBEPSIEIIIb;

9. Bluetooth fnoskeH GBITH BHIKITIOUEH, KOT/Ia ThI UM He MOJIb3yelibesi. He 3a0bIBaii MHOT/IA IPOBEPSTH 3TO.

BN GTpw P

Online urps1
CoBpeMeHHbIe OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIIVE PA3BIeYeHUs, 00bEIUHAIONINE COTHU THICSAY YEJIOBEK 110 BCEMY
Mupy. ITPOKU UCCIIEIYIOT JAaHHBIH UM MUP, OOIIAIOTCS IPYT C IPYTOM, BBITIOJIHAIOT 3a/IaHUS, CPA’KAIOTCS ¢ MOHCTPAMU U TIOJIyYaioT

OIBIT. 3a YAOBOJIBCTBHE OHU IVIATAT: IIOKYIIAIOT ANCK, OIIJIAYNBAIOT aboHEeMEeHT HIn HpI/IO6peTaIOT KaKue-TO OIIIIHH.

Bce aTH cpecTBa HAYT HA MOIEPKAaHUE U Pa3BUTHE UTPHI, a TAK)Ke Ha caMy 0€301aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI
aBTOPHU3AINH, BBIIYCKAIOTCA HOBBIE ATy (¢ pOoBhIE 3aIIATKHU IS IIPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ];O6HI)IX HUI'Ppax CTOUT OIlaCaTbCA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaKy TBOET'O I1apOJid, Ha KOTOPOM OCHOBaHa CHUCTEMaA
aBTOpU3aniuu 0OJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'PDOBOI'0 aKKayHTa:

1. Eciu gpyroit urpok BezieT cebs MI0X0 WM co37aeT Tebe HEMPUATHOCTH, 3a0JIOKHUPYU €ro B CIIUCKE UTPOKOB;
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[MToxkasyiicss aIMUHUCTPATOPaM UTPBI Ha IJIOXOE MOBEJIEHHE STOTO UTPOKA, YKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO
JI0KA3aTeJIbCTBA B BUJIE CKPUHOB,;

He ykaspiBati 1uuHyto nuH@opManuio B mpodariyie Urpsol;

YBaxkall APyrux y4acTHUKOB I10 UTPE;

He ycranapinBail HeopunraabHble TaTYU U MOJIBL;

Vcrnonp3yii cJI02KHBIE U Pa3HBIE ITapOJIY;

Jlaxxe BO BpeMs UTPBI HE CTOUT OTKJIIOYATh aHTUBHUPYC. [ToKa ThI UTpaelib, TBOM KOMIIBIOTEP MOTYT 3apPa3HUTh.

PUIIMHT WIN Kpaxa JTJUIHBbIX JaHHbIX

OOBIYHOM Kpakeil JIeHeT U IOKyMEHTOB CETO/[Hs YK€ HUKOTO He Y/IMBUIIIb, HO C PA3BUTHEM UHTEPHET-TEXHOJIOTUN
3JIOYMBIIIUIEHHUKY II€PEMECTUIIUCH B MHTEPHET, U IIPO/IOJIKAIOT 3aHUMAThCA "JTIOOUMBIM" JIEJTOM.

Tak mosiBMJIach HOBas yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WIH (DUILIIHT, TJIABHAS I€Ib KOTOPOTO COCTOUT B ITOJTyYE€HUN
KOHODUIEHITNATLHBIX JJAHHBIX IT0JIb30BaTesIel - IOTHHOB U nmaposieid. Ha aHrmiickom s3bike phishing ynraercs xak ¢uiuHr (ot
fishing - pei6Has s0Bys1, password - mapoJip).

OcHOBHBIE COBETHI 10 OOPHOE ¢ HUITIMHTOM:

Crenu 3a cBOMM aKKayHTOM. Eciiu ThI MOZ103peBaelib, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBAThH ee 1
COOOIIUTH AIMIUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKODEE;

2. Hcmonb3yii 6e30macHbIe BEO-CANThI, B TOM YHCJIe, MHTEPHET-MAara3uHOB U IIOUCKOBBIX CUCTEM;

3. Hcmosnp3yii ciiokHbIE U pa3Hble naposd. Takum 06pas3oMm, eciiu TeOs B3JIOMAIOT, TO 3JIOYMBIIIIEHHUKY MOIYYaT JOCTYII
TOJIBKO K OZTHOMY TBOeMYy IPO(UIIIO B CETH, a He KO BCEM;

4. Ecym Tebst B3s1OMaIH, TO HEOOXOTUMO ITPEAYIIPEIUTD BCEX CBOMX 3HAKOMBIX, KOTOPBIE I00ABJIEHBI y TEOS B PY3bSX, O TOM,
4yTO TeOsI B3JIOMAJIN M, BO3MOKHO, OT TBOETO MMEHU OY/IET PacChLIaThCs CIIaM U CChUIKH Ha (DUITHMHTOBBIE CATHI;

5. YcraHoBH HaJiexkHbIHN mTaposib (PIN) Ha MOOWIBHBIHN TeledOH;

6. OTkiI0UM coOXpaHeHue I1apoJis B Opaysepe;

7. He oTkpbiBall (paiiyibl U ApyTHE BJAOKEHUS B IHMCbMaX, Jake eCJIM OHU IIPUIILUIA OT TBOUX JIpy3ei. JIyullle yTOUHH Y HUX,
OTIIPaBJISJIN JIM OHU Tebe 3TU (paiibl.

IIudposasa penyranusa

[IudpoBas penyranus - 3TO HETaTUBHAsI WJIU MMO3UTHBHAsA nH@opMaIys B ceTu o Tebe. Kommpomerupytoras nHbopMaIus,
pa3MellieHHas B UHTepHETe, MOKeT cepbe3HbIM 00pa30M OTPa3UThCA Ha TBOeH peasbHOMU ku3HU. "lludpoBas pemyrauusa’ - 3To



TBOU UMUK, KOTOPBIH (hopMHUpyeTcs 3 nHpopMaruu o Tebe B UHTEPHETE.

TBoe mecTo KHUTEJIbCTBA, y‘-Ie6bI, TBOE (1)I/IHaHCOBO€ II0JIOKEHUE, 0COOEHHOCTH XapaKTepa U paCCKa3bl O OJIM3KHUX - BCE BTO
HaKaIlJINBA€TCA B CETH.

MHoTHe OAPOCTKU JIETKOMBICJIEHHO OTHOCATCSA K IMyOIUKANMU JTUIHOH nHpopMaiinu B IHTepHETE, He TOHUMAasi BO3MOKHBIX
nocsieZicTBUE. Th 1aske HE CMOJKEIITh JTIOTaIaThCs O TOM, 4TO ¢oTorpadusi, pa3MellieHHas 5 JIeT Ha3a/l, cTajia IPUYNHON 0TKa3a
IIPUHATH TeOsI Ha paboTy.

KomMmenTapuu, pazmelntenue TBoux ororpaduii u Apyrre JecTBUA MOTYT He UCUE3HYTh JlasKe MOCJIe TOTO, KaK Thl UX Y AJIUIIIb.
TbI He 3HaEllb, KTO COXPAaHWJI 3Ty UH(POPMAIIHNIO, IOIIajia I OHA B IIOUCKOBBIE CUCTEMBI 1 COXPAHUJIACh JIU OHA, a TJIaBHOE: UTO
IIOZyMaroOT O TeOe OKPY KaIOIIHe JIIOJIN, KOTOPbIe HAU/IYyT U YBUAAT 3T0. HatiTy mHMOpPMAITUIO MHOTO JIET CITyCTSI CMOXKET JIF000H -
KakK 13 J00pbIX MOOYK/IEHUH, TaK U C HAMEPEHHUEM IIPUYUHUTH BPEJl. ITO MOKET OBITh KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3alIUTE TUPPOBOUN pemyTaIuu:

1. Ilomymaii, mpee 4eM UTO-TO MyOJIMKOBATh U IepelaBaTh y cebsi B 0J10Te WU B COITMATTLHOU CETH;
B HacTpoiikax mpoduiis ycTaHOBU OTPaHUYEHHSA HA IIPOCMOTP TBOETO MTPODUIIS U €T0 COAEPKUMOTO, C/IeJIall ero TOJIBKO "1
Apy3eit";

3. He pasmemaii u He yka3bpIBail HH(POPMAIUIO, KOTOPAS MOXKET KOTO-JIU00 OCKOPOIATH MJIH OOMKATh.

ABTOpCKOE ITpaBo

CoBpeMeHHbI€e IITKOJIBHUKH - aKTUBHBIE TTOJIb30BaTE N I POBOTro mpocTpancTBa. OlHAKO JAJIEKO He BCe 3HAIOT, YTO MTOJIb30BAHUE
MHOTUMHU BO3MOKHOCTSIMU ITU(POBOTO MUpa TpeOyeT COOTI0eHNs MPaB Ha UHTEJJIEKTYUTbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEJIEKTyTbHASA COOCTBEHHOCTH' OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSAM UEJIOBEYECKOTO YMa, HAUWHAsA C HOBBIX
1300peTeHnl U 3HaKOB, 0003HAUAIOIUX COOCTBEHHOCTDh Ha IIPOAYKTHI U YCIIYTH, U 3aKaHYUBasA KHUTaMHu, ¢poTorpaduamu,
KUHOQWIBMaMU U My3bIKaJIbHBIMU IPOU3BEEHUSAMU.

ABTOpCKUE IIpaBa - 3TO MpaBa Ha UHTEJIJIEKTYIbHYIO COOCTBEHHOCTh Ha NMPOU3BeleHUs HAYKU, JIUTEPATYPhl U UCKYCCTBA.
ABTOpCKUeE ITpaBa BBICTYNAIOT B KaUeCTBe TAPAaHTHHU TOTO, UTO UHTEJJIEKTyaJIbHbBIIN/TBOPUECKUU TPY/ aBTOpA He OyZieT HallpacHbIM,
JIacT eMy CIIpaBe/iJINBble BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTaX CBOEro TPYy/ia, MOIyIUTh U3BECTHOCTDh U Ipu3HaHue. Hukro 6e3
paspeleHus aBTOpa He MOXKET BOCIIPOU3BOIUTD €T0 ITPOU3BE/IEHUE, PACIIPOCTPAHSATD, ITyOJIMYHO JIEMOHCTPUPOBATH, IIPOJaBaTh,
MMIIOPTHUPOBATH, IIyCKATh B IIPOKAT, IIyOJTUYHO UCIIOJIHATH, IOKa3bIBaTh/UCIIOJHATH B 3GUpPe WK pa3Melath B IHTepHeTe.



Vcrnosp3oBaHue "MIPATCKOT0" TPOrpaMMHOTO 0becrieueHus MOXKeT IPUBECTU K MHOTHM PUCKaM: OT ITOTEPH JIAHHBIX K TBOUM
aKKayHTaM /10 6JIOKUDOBKH TBOET'O YCTPOUCTBA, T/le YCTAHOBJIEHA HeJlerasibHas mporpaMmma. He ctout Tak:ke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIeTaJIbHbIE U OecIIaTHBIE TPOTPaMMbI, KOTOPbIe MOKHO HAWTH B CETU.



